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Overview

The ethernet port on the VMX/TMX series switches is a flexible interface which can easily control all aspects of the device operation.  The Ethernet port on the VMX/TMX series supports control by TCP or HTTP protocols.  The port also supports DHCP for automatic IP address assignment
Hardware specifics

The CMX switch uses a standard RJ45 ethernet jack for connection to the network.  Connect to the network (router) using a standard Ethernet cable.  If connecting directly to a PC (not recommended), use a crossover cable.
The RJ45 jack on the VMX/TMX features two build in LEDs.  The green LED is the LINK indicator.  This will be lit whenever a valid network connection is detected.  The red LED is the ACTIVITY indicator.  This will flash when network traffic is being received or transmitted.

Protocol settings 
Data rate : 10Mpbs


Protocol : TCP / UDP/ HTTP
TCP port : 23     (control / telnet application)

UDP port : 3040    (netfinder application)

HTTP :  Use device IP address

DHCP : Supported

Static IP assignment 1: By netfinder, cmd line, or http
Default IP address (if DHCP fails) : 192.168.1.199
MAC address:  Can be found on sticker on bottom of device

VMX/TMX supports automatic polarity detection / correction

Setting / discovering the device IP address

With factory defaults settings, the VMX/TMX will attempt to use DHCP to obtain a valid IP address on the network.  If this fails, it will default to 192.168.1.199.
Most networks will require a static IP address for the VMX/TMX.  This can be setup with either the command line program (udp_ip_assign.exe) or by using a web browser (preferred).

To change to a static IP, you first must connect to the current IP (assigned by DHCP or default).  You can use Netfinder.exe to locate all VMX/TMX switches on your network.  You can also look at the router address table and match the MAC address.

NOTE:  you must be on the correct subnet to access the VMX/TMX

If you cannot connect to the VMX/TMX over the network, you can always connect directly to a PC and set the static IP address.
TCP (Control) interface
The TCP control interface can be used to send commands to the VMX and receive status back.  For simplicity, the TCP interface acts as a simple bridge to send RS232 control words to the VMX.  Simply send the desired RS232 control sequence in a TCP packet, and the response from VMX will be returned in the acknowledge packet.  Please see the VMX RS232 control guide for details on the RS232 control words.
VMX uses a standard telnet style interface.  The data contained in any incoming packet will be converted to RS232 commands.  All RS232 feedback will be returned via another TCP packet.
The maximum data packet size is 256 bytes.  Larger commands should be split into multiple packets.
HTTP (Control) interface
To access the VMX control interface using a browser, simply type the VMX IP address into the browser address.
You can also send RS232 commands directly using the following format:

Http://VMXIPADDRESS?sendrs232=cmd
Where cmd is the null terminated command to send (include the carriage return).

UDP (Netfinder) interface specification (reference)
The Netfinder protocol allows a PC application to search for embedded systems on a network. The PC application finds the embedded systems by broadcasting an "Identity Request" packet to all nodes on the local network. Each embedded system that supports Netfinder replies with an "Identity Reply" packet which contains information that identifies and differentiates it from other embedded systems on the network. This information includes: IP address, Elapsed time from an event (e.g. Time Powered, Time on Network), MAC Address, and two text descriptions of the

device.

The primary benefit of the Netfinder protocol is to reduce the amount of hardware required to place an embedded system on a network. For DHCP enabled systems, it eliminates the requirement of an LCD to display the IP address. For embedded systems on a static network, Netfinder can eliminate the need for a separate UART interface or push-button switches used to program the IP address.

Broadcast Identity Request—4 Bytes

Version/Type  


1 byte
0x00

Reserved  


1 byte
0x00

Random Sequence Identifier
2 bytes
Random

Identity Reply—Variable Length

Version/Type


1 byte
0x01

Alert Level


1 byte
0x00 – Device OK

0x01 – No Address/Warn

0xFF – Device Failure

Replication of Random Seq Id
2 bytes
Random

Time powered days

2 bytes 

Time powered hours

1 byte 

Time powered minutes

1 byte 

Time on network days

2 bytes 

Time on network hours

1 byte 

Time on network minutes
1 byte 

MAC Address 


2 bytes
(Most Significant Octets)

MAC Address 


4 bytes
(Least Significant Octets)

IP Address


4 bytes

Subnet Mask


4 bytes

Default Gateway

4 bytes

Four Variable Length Null-Terminated Strings

String A – Name/Type of Embedded System (~ 20 characters)

String B – Description/Miscellaneous Text (~ 30 characters)

String C – Time powered

String D – Time on network

When using Netfinder in an embedded system on a static network, an IP address may be assigned to the embedded system. The PC application sends an identity assignment packet to the embedded system. The embedded system replies with an acknowledgement stating success or failure.

In order to send a packet to an embedded system that does yet have an IP address, it may be necessary for the PC application first assign it an IP address using Ping Gleaning. Ping Gleaning is a method of specifying an embedded system's IP address by pinging it. It can be used by adding a static ARP entry to the PC's ARP table, then pinging the embedded system. If the MAC address matches the embedded system's MAC address, then the embedded

system will respond to future packets sent to the new IP address.

The benefit of using Netfinder, instead of only Ping Gleaning, is that the PC application receives an acknowledgement from the embedded system and is able to program other important fields such as the subnet mask and the default gateway.

Identity Assignment—24 Bytes

Version/Type


1 byte
0x02

Reserved


1 byte
0x00

Random Sequence Identifier
2 bytes 
Random

IP Address


4 bytes

Subnet Mask


4 bytes

Default Gateway

4 bytes

MAC Address 


4 bytes 
(Most Significant Octets)

MAC Address 


2 bytes
(Least Significant Octets) 

Reserved 


2 bytes
0x0000

Identity Assignment Acknowledgement—4 Bytes

Version/Type


1 byte
0x03

Response Code


1 byte
0x01 – Address Accepted

0x00 – Address Rejected due to MAC mismatch

0xFF – Other Error

Replication of Random Seq Id
2 bytes

